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Program debugging apparatus which counts bit access £req:uency of a 
microprocessor - has count comparator that outputs event signal when 
output of counter and frequency condition value of bit access during bit 
instruction execution of microprocessor are in accord 

Patent Assignee: NEC CORP (NIDE ) 

Number of Countries: 001 Number of Patents: 001 

Patent Family: 

Patent No Kind Date Applicat No Kind Date Week 
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Patent Details : 

Patent No Kind Lan Pg Main IPC Filing Notes 
JP 11007398 A 9 G06F-011/28 

Abstract (Basic) : JP 11007398 A 

NOVELTY - The program debugging apparatus has a count comparator 
(13) that outputs an event signal (15) when the count signal (11) from 
a counter (12) and the frequency condition value of a bit access are in 
accord. The counter- is provided for the outputs of a data comparator 
(10) which determines if an address. bus value, an address bus condition 
value, and effective bit value and an effective bit condition value are 
in accord during the bit instruction execution of a microprocessor (1) . 
The effective bit value and effective bit condition value are included 
in the sent count signal. DETAILED DESCRIPTION - When performing bit 
access to arbitrary addresses of a memory (2) , the microprocessor 
outputs a data mask value for bit validity. The effective bit value 
is settled when the contents of an effective bit, which is shown by the 
data mask value , has a value of 1 after comparing the address bus 
value and address bus condition value. The effective bit condition 
value is settled when the contents of an effective bit shown by the 
data mask condition value has a value of 1 . The value 1 is used to 
confirm the value 0. 

USE - None given. 

ADVANTAGE - Improves debugging efficiency of arbitrary frequency 
bit access. Verifies bit access frequency of a specific bit since the 
bit access count number of the specific bit can be released. Counts and 
outputs count signals in arbitrary timing. DESCRIPTION OF DRAWING (S) - 
The figure shows the block diagram of a program debugging apparatus. 
(2) memory; (10) data comparator; (11) count signal; (12) counter; (13) 
count comparator; (15) event signal. 
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Data processor with built-in emulation circuit - has unit executing 
real-time trace and debug functions without background debug mode, 
and multi-level triggers during execution of real-time debug functions 

Patent Assignee: MOTOROLA INC (MOTI ) 

Inventor: CIRCELLO J C; HINDS C N; HOHL W A 

Number of Countries: 006 Number of Patents: 003 

Patent Family: 
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Abstract (Basic) : EP 762278 A 

The processor includes numerous hardware breakpoint registers (50) 
and a breakpoint circuit (100) to perform breakpoint operation. The 
breakpoint operations may be based on a value of a program counter or a 
program counter mask, an operand address range and a data value or 
data mask value are all implemented. 

The breakpoint operations may be configured into one or two- level 
triggers, such that an exact trigger response is programmable via a 
Trigger Definition Register (TDR) of a number of control registers 
(40). 

ADVANTAGE - Implements trace and breakpoint functions in real-time 
without special mode of operation. Allows real-time trace and debug 
functions to be executed without requiring processor to enter into 
special mode of operation, e.g background and debug mode. Enables 
execution of multi-level triggers during execution of real-time debug 
functions to provide improved functionality and flexibility in 
identifying and isolating faults. 
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Digital Media (in Japanese)", p. 2-259 - 2-260.; 

ABSTRACT EP 942418 Al 

In providing a system that can manage access to data to effectively 
prevent illegal access to the data or the like, there is provided a 
system for embedding access .management information that prepares 
management information for managing access to the data, and embeds the 
management information in the data through data transformation without 
changing amount of data. In managing access to data, there is provided a 
method that extracts management information embedded in the data through 
data deformation without changing amount of data, and manages access to 
the data according to the extracted management information. There is also 
provided a method for changing management of access to the data according 
to the type of medium in which the data is stored (RAM or ROM) . The 
management information further contains information for controlling 
recording of the data, reception of the data, playback of the data, 
interference of output of the data, duplication history of the data, or 
modification of the management information. The access management method 
can prevent illegal duplication of data or the like, and can effectively 
protect a work. 

ABSTRACT WORD COUNT: 181 
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Figure number on first page: 5 

LEGAL STATUS (Type, Pub Date, Kind, Text) : 
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...INTERNATIONAL PATENT CLASS {V7) : G06P-012/14 

...SPECIFICATION management information in accessing the data-can be 
appropriately applied to other management such as restriction on 
access equipment, restriction of access users, deadline for use of 
data, arid authentication information without departing from the spirit of 
the invention. 

"Embedding" used herein means to hide specific information through 
deformation of data itself by using data hiding technique or the like. 
Here, data. . . 
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METHOD AND SYSTEM FOR PROTECTING CONTENT IN A PROGRAMMABLE SYSTEM 
PROCEDE ET SYSTEME DESTINES A PROTEGER UN CONTENU DANS - UN SYSTEME 
PROGRAMMABLE 

Patent Applicant/Assignee: 

EMMA MIXED SIGNAL C V, Naritaweg 165, Telestone 8, NL-1043 BW Amsterdam, 
NL, NL (Residence) , ■ NL (NAtion'ality) , (For all designated states 
except: US) 
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Main International Patent Class (v7) : G06F-012/14 
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Publication Language: English 
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Fulltext Availability: 

Detailed Description 

Claims 

Fulltext Word Count: 6642 
English Abstract 

Method and system for protecting content in a programmable system is 
provided. The system is connectable to an external device through one or 
more access port. Content protection method/manager is implemented by 
assigning one or more access modes to the access port and switching the 
access modes. In response to a current access mode, the content 
protection method/manager restricts visibility of the system to the 
external device via the access port. 

French Abstract 

L' invention concerne un precede et un systeme destines a proteger un 
contenu dans un systeme programmable. Le systeme peut etre connecte a un 
dispositif externe par 1 ' intermediaire d'un ou plusieurs ports d'acces. 
Un procede/gestionnaire de protection de contenu est mis en oeuvre par 
affectation d'un ou plusieurs modes d'acces au port d'acces et par 



commutation des modes d'acces. En reponse a un mode d'acces en cours, le 
procede/gestionnaire de protection de contenu limite la visibilite du 
systeme pour le dispositif externe par 1 ' intermediaire du port d'acces. 
Legal Status (Type, Date, Text) 

Publication 20051013 Al With international search report. 

Main International Patent Class (v7) : 606F-012/14 
Fulltext Availability: 
Claims 



Claim 

the switching step includes the step of in response to an access port 
command, ' deleting or obfuscating the content before switching the 
restricted access mode to the unrestricted access mode. 5 . A method 
as claimed in claim 4, wherein... 

...A system as claimed in claim 12, wherein the content protection manager 
implements deleting or obfuscating the content before switching the 
restricted access mode to the unrestricted access mode. 

17 - A system as claimed in claim 12, wherein in the restricted access 
mode, the content protectionmanager accepts an access port cortu'nand 
for deleting the content. 
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Main International Patent Class (v7) : G06F-001/00 
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Detailed Description 

Claims 

Fulltext Word Count: 7367 
English Abstract 

A method and apparatus for attribute relevant access control policies is 
provided. According to one embodiment, a determination is made as to 
whether to modify a query based on which attributes of a database object 
are referenced in the query. Further, if the query references one or more 
attributes of the database object that are restricted, the query may be 
modified based on attribute restriction metadata. According to another 
embodiment, users are restricted from accessing data from the restricted 
attributes by masking the data before returning it to the users. 
According to yet another embodiment, certain data from restricted 
attributes may be masked before returning it to users while other data 
from restricted attributes may be returned without modification. 

French Abstract 

La presente invention concerne un precede et un appareil permettant la 
mise en oeuvre de politiques de controle d'acces base sur les attributs. 
Dans un mode de realisation, on determine s ' il est necessaire ou non de 
modifier une interrogation sur la base des attributs d'un objet base de 
donnees auxquels il est fait reference dans 1 ' interrogation . On outre, 
si 1 ' interrogation cite un ou plusieurs attributs de 1' objet base de 
donnees qui sont soumis a une reserve, 1 ' interrogation peut etre modifiee 
sur la base des metadpnnees.de reserve de I'attribut.. Dans un autre mode 
de realisation, on limite I'acces des utilisateurs aux donnees des 
attributs soumis a une reserve en masquant les donnees avant de renvoyer 



celles-ci aux utilisateurs . Dans encore un autre mode de realisation, on 
peut masquer certaines donnees des attributs soumis a une reserve avant 
de les renvoyer aux utilisateurs tandis que d'autres donnees des 
attributs soumis a une reserve peuvent etre renvoyees sans modification. 

Legal Status (Type, Date, Text) 

Publication 20040805 A2 Without international search report and to be 

republished upon receipt of that report. 

Examination 20041118 Request for preliminary examination prior to end of 

19th month from priority date 

Search Rpt 20050825 Late publication of international search report 

Republication 20050825 A3 With international search report. 

Republication 20050825 A3 Before the expiration of the time limit for 
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Main International Patent Class (v7) : G06F-001/00 
Fulltext Availability: 
Detailed Description 

Detailed Description 

seeing data from the restricted attributes without restricting the 
rows returned to the user. 

Rather, access to the restricted information is prevented by 
masking the result set of the query 

bef oreretumingittotheuser210, aswillbedescribedinmoredetail . 
Whenmaskingisused to prevent the user from seeing. , . 



31/5, K/2 (Item 2 from file: 348) 

-DIALOG (R) File 348: EUROPEAN PATENTS 
(c) 2006 European Patent Office. All rts . reserv. 



01066885 

Program debugging 

Pr ogr ainmf ehlerbe se i t igung 

Debogage de programme 
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ABSTRACT EP 9393 68 Al 

A debugger for support of the debugging of a program, an array data 
displaying method in the debugger, and a recording medium having an array 
data displaying program in the debugger are disclosed. A debugger system 
(5) may be provided with a data save unit (8, 503) and a display control 
unit (511) so that a command is issued to a source program at a 
breakpoint to save array data. Next, an instruction for display of the 
saved data is made to display the data on a display unit (201) . Thereby, 
the contents of an array can be saved without changing a source and the 
saving and display of array data can be performed asynchronously. Also, 
the debugger system may be provided with an array construction control 
unit (507), a shared element control unit (508) and a display element 
sampling unit (509) so that an array distributed to a plurality of 
processes is constructed by the array construction unit and is displayed 
in the form of a graph with the trimming performed by the display element 
sampling unit down to the proper number of elements. Thereby, in the 
debugging of a multl -process program, the grasp of the whole of an array 
distributed to each process can be facilitated. 

ABSTRACT WORD COUNT: 209 

NOTE: 

Figure number on first page: 2 

LEGAL STATUS (Type, Pub Date, Kind, Text) : 
Examination: 010912 Al Date of dispatch of the first examination 

report: 20010730 

Application: 990901 Al Published application with search report 
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Examination: 991110 Al Date of request for examination: 19990914 
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CLAIMS A (English) 199935 922 

CLAIMS B (English) 200323 407 

CLAIMS B (German) 200323 365 

CLAIMS B (French) 200323 478 

SPEC A (English) 199935 19203 

SPEC B (English) 200323 - 11146 

Total word count - document A 20128 

Total word count - document B 123 96 

Total word count - documents A+B 32524 



...SPECIFICATION display by display control unit 511. Display result 
examples 11 and 12 correspond to the representation of the contents 
of the arrays a and b as character strings, respectively. 

In the first embodiment of the present invention, on the other hand, 
the debugger 5 is provided with the data save unit 503 and the array 
data save file. . .display by display control unit 511. Display result 
examples 11 and 12 correspond to the representation of the contents 
of the arrays a and b as character strings, respectively. 

In the first embodiment of the present invention, on the other hand, 
the debugger 5 is provided with the data save unit 503 and the array 
data save file. . . 

...SPECIFICATION display by display control unit 511. Display result 
examples 11 and 12 correspond to the representation of the contents 
of the arrays a and b as character strings, respectively. 

In the first embodiment of the present invention, on the other hand, 
the debugger 5 is provided with the data save unit 503 and the array 
data save file... 
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SYSTEM AND METHOD FOR VISUAL DEBUGGING OF CONSTRAINT SYSTEMS 
SYSTEME ET PROCEDE DE DEBOGAGE VISUEL DE SYSTEMES DE CONTRAINTES 

Patent Applicant /Assignee: 

VERISITY LTD, HaMelacha Street 8, 48091 Rosh HaAyin, IL, IL (Residence), 
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Patent Applicant /Inventor: 

BENOUDIZ Eyal, Shmuel Tamir St. 64, 97812 Jerusalem, IL, IL (Residence), 
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G E EHRLICH (1995) LTD (agent), Bezalel Street 28, 52521 Ramat Gan, IL, 
Patent and Priority Information (Country, Number, Date) : 
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Application: WO 2003IL38 20030114 (PCT/WO IL03000038) 

Priority Application: US 200245055 20020115 
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(Protection type is "patent" unless otherwise stated - for applications 
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ID IL IN IS JP KE KG KP KR KZ LC LK LR LS LT LU LV MA MD MG MK MN MW MX 
MZ NO NZ OM PH PL PT RO RU SC SD SE SG SK (utility model) SK SL TJ TM TN 
TR TT TZ UA UG US UZ VC VN YU ZA ZM ZW 

(EP) AT BE BG CH CY CZ DE DK EE ES FI FR GB GR HU IE IT LU MC NL PT SE SI 
SK TR 

(OA) BF BJ CF CG CI CM GA GN GQ GW ML MR NE SN TD TG 
(AP) GH GM KE LS MW MZ SD SL SZ TZ UG ZM ZW 
(EA) AM AZ BY KG KZ MD RU TJ TM 

Main International Patent Class (v7) : G06F-011/36 
Publication Language: English 
Filing Language: English 
Fulltext Availability: 

Detailed Description • .... 

Claims 

Fulltext Word Count: 5114 
English Abstract 

A system and method for visualization and debugging of constraint systems 
and for constraint resolution. The present invention features a 
systematic, graphical representation that relates generation objects and 
generation decisions, preferably for example as a simple, two dimensional 
chart . The representation of relationships between generation entities 
and generation decisions, and the order in which generation decisions are 
made, help the user to identify and solve generation problems. 

French Abstract 

L* invention concerne un systeme et un precede de visualisation et de 
debogage de systemes de contraintes, et de resolution de contraintes . 
L' invention concerne egalement une representation graphique systematique 
mettant en relation des objets de generation et des decisions de 
generation, de preference sous la forme d'un graphique simple en deux 
dimensions. La representation des rapports entre les entites de 
generation et les decisions de generation, et 1 ' ordre dans lequel sont 
prises les decisions de generation, aident 1 ' utilisateur a identifier et 
a resoudre les problemes de* generation. 

Legal Status (Type, Date, Text) 

Publication 20030724 A2 Without international search report and to be 

republished upon receipt of that report. 
Search Rpt 20040226 Late publication of international search report 



Republication 20040226 A3 With international search report. 

Republication 20040226 A3 Before the expiration of the time limit for 

amending the claims and to be republished in the 
event of the receipt of amendments. 

Fulltext Availability: 
Claims 

Claim 

display further displays information related to an event collected 
during static analysis. 

19 The generation debugger of claim 17, wherein said visual display 
further displays information related to an event collected during 
program execution. 

20 The generation debugger, of .claim 17, wherein said information is 
represented with at least one icon and wherein said visual display 

further displays infortnation when said icon is selected, displays 
ordering information for a plurality of fields. 

22 The generation debugger of claim 2 1, wherein said visual display 
further displays ordering information based on static... 
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INTEGRATED HIERARCHICAL REPRESENTATION OF COMPUTER PROGRAMS FOR A SOFTWARE 
DEVELOPMENT SYSTEM 

REPRESENTATION HIERARCHIQX7E INTEGREE DE PROGRAMMES INFORMATIQUES POUR UN 
SYSTEME DE DEVELOPPEMEMT DE LOGICIELS 
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Detailed Description 

Claims 

Fulltext Word Count: 14273 

English Abstract 

A modular compilation system that utilizes a fully integrated 
hierarchical representation as a common intermediate representation to 
compile source code programs written in one or more procedural 
programming languages (201, 202) into an executable object code file. The 
structure of the integrated common intermediate representation supports 
machine- independent optimizations (203), as well as machine-dependent 
optimization (205), and also supports source-level debugging (212) of the 
executable object code file. The integrated hierarchical representation 
(IHR) is language independent and is shared by all of the components of 
the software development system, including the compiler (200) and the 
debugger (212) . 

French Abstract 

Systeme de compilation modulaire utilisant une representation 
hierarchique completement integree en tant que representation 
intermediaire commune pour compiler des programmes de codes sources 
ecrits dans un ou plusieurs langages de programmation proceduraux (201, 
202) en un fichier de codes resultants executables . La structure de la 
representation intermediaire commune integree autorise des optimisations 
independantes des machines (203) ainsi que des optimisations dependantes 
des machines (205) et autorise egalement le debogage au niveau de la 
source (212) du fichier de codes resultants executables. Ladite 
representation hierarchique integree est independante du langage et est 
partagee par tous les composants du systeme de developpement de 
logiciels, y compris le compilateur (200) et le debogueur (212) . 



Fulltext Availability: 
Claims 

Claim . • 

for an integrated hierarchical representation for use 
with a compilation system for compiling, optimizing and debugging a 
source code program to produce an object code file to be executed on a 
computer processing system, the data structure comprising: 
scope node means for representing context information 
associated with the source code program; 

symbol node means for representing named objects 
associated with the source code program; 
literal node means. . . 
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EXCEPTION TYPES WITHIN A SECURE PROCESSING SYSTEM 
AUSNAHMEARTEN INNERHALB EINES SICHEREN VERARBEITUNGSSYSTEMS 
TYPES D' EXCEPTION AU SEIN D'UN SYSTEME DE TRAITEMENT SECURISE 
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040728 A2 International application. (Art. 158(1)) 
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G06F-0009/46 A I F B 20060101 20050309 H EP 

...SPECIFICATION world to non-secure world to avoid any leak of data. 
PC sample register: The Debug TAP can access the PC through scan 
chain 7. When debugging in secure world, that value may be masked 
depending on the debug granularity chosen in secure world. It is 
important that non-secure world, or non-secure... 
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A DECLARATIVE, DATA-NEUTRAL CLIENT-SERVER DATA TRANSPORT MECHANISM 
MECANISME DE TRANSPORT DE DONNEES CLIENT- SERVEUR INDEPENDANT DES DONNEES, 
DECLARATIF 
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(EP) AT BE CH CY DE DK ES FI FR GB GR IE IT LU MC NL PT SE TR 
(OA) BF BJ CF CG CI CM GA GN GW ML MR NE SN TD TG 
(AP) GH jGM KE LS MW- MZ SD SL SZ TZ UG ZW 

(EA) AM AZ BY KG KZ MD RU TJ TM 
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Detailed Description 

Claims 

Fulltext Word Count: 44483 
English Abstract- 

The invention provides a solution to client-server data handling tasks, 
such as, transport and data manipulation, by keeping the middleware 
ignorant of the specific semantics of the data and makes it instead a 
"dumb" or "blind" transport conduit between the client and the data base. 
Conversely, the invention provides the client with a mechanism to 
manipulate the database data without the middleware understanding the 
type or structure of the data that is being acted upon. This flows easily 
with the functioning of the client .and the database, which is, to move 
the data back and forth from one to the other, with the client accepting 
the data from the user and displaying the database data to the user. 

French Abs'tiract ....... 

L' invention apporte une solution aux taches de gestion de donnees 
client-serveur , telles que, le transport et la manipulation des donnees, 

du fait que 1 ' intergiciel est maintenu ignorant de la semantique 
specif ique des donnees et qu'au lieu de I'avertir de cette derniere, un 
conduit de transport 'non intelligent* ou 'aveugle' est assure entre le 
client et la base de donnees. L' invention dote le client d'un mecanisme 
qui permet de raanipuler les donnees de la base de donnees sans que 
1 ' intergiciel connaisse le type ou la structure des donnees concernees . 
Ces donnees circulent facilement lorsque le client et la base de donnees 



fonctionnent , c'est-a-dire que les donnees vont et viennent entre I'un 
1 'autre, le client acceptant les donnees provenant de 1 ' utilisateur et 
les donnees de la base de donnees s'affichant pour 1 'utilisateur . 

Legal Status (Type, Date, Text) 

Publication 20010809 A2 Without international search report and to be 

republished upon receipt of that report. 

Examination 20011122 Request for preliminary examination prior to end i 

19th month from priority date 

Search Rpt 20031120 Late publication of international search report 

Republication 2003112"0 A3 With international search report. 

Republication 20031120 A3 Before the expiration of the time limit for 

amending the claims and to be republished in the 
event of the receipt of amendments . 

Main International Patent Class (v7) : G06P-017/30 
Fulltext Availability: 
Detailed Description 

Detailed Description 

name="commandForm' 5 ' ) ; 
commandLayer .write {' <input type=hidden name=" commands" value= >'); 
commandLayer .write { '<input type= hidden name="presentationlD" value 
, = "• + 

presentationID( + ) ; 

commandLayer .write {' <input type= hidden name="slideID" value =" ' + 

presentation . currentSlidelndex + ^5'); 

commandLayer .write ( '</form>' ) ; 

commandLayer . flush ( ; 

Set to true to enable debugging 

var DEBUG -COMMANDS = false; 

debugRegisterFlag ( ' . DEBUG. COmANDS ' ) ; 
H The layer the command form resides in 
var commandLayer = null; 
/I The hidden. . . 
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TRANSITION BETWEEN MASKED REPRESENTATIONS OF A VALUE DURING CRYPTOGRAPHIC 
CALCUIATIONS 

TRANSITION ENTRE DEUX REPRESENTATIONS MASQUEES D'UNE VALEUR LORS DE CALCULS 
CRYPTOGRAPHIQUES 

UBERGANG ZWISCHEN MASKIERTEN REPRASENTATIONEN EINES WERTES BEI 
KRYPTOGRAPHISCHEN BERECHNUNGEN 
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Full text Availability: 

Detailed Description 

Claims 

Fulltext Word Count: 10124 
English Abstract 

The invention relates to a method for the transition from a first masked 
representation of a value to be kept secret to a second masked 
representation of the value. According to a first form of embodiment, at 
least one previously calculated table with a plurality of inputs is used, 
and the calculation is carried out according to at least one privacy 
parameter, in order to prevent the secret value from being identified. 
According to a second form of embodiment, at least one comparison table 
is used, providing the result of a comparison between a value dependent 
on the table index and a value dependent on at least one masking value, 
for each table index.. The invention also relates to a. computer program 
product and a device with corresponding characteristics. The invention 
provides a technique for protecting transition between masked 
representations of a value , based on different masking rules , from 
unauthorised access . 

French Abstract 

L' invention concerne un precede destine a effectuer la transition entre 



une premiere representation masquee d'une valeur secrete et une deuxieme 
representation masquee de la valeur. Dans un premier mode de realisation, 
on fait intervenir au moins un tableau calcule au prealable comportant 
une pluralite d' entrees, et le calcul est effectue en fonction d*au moins 
un parametre de masquage de maniere a eviter tout acces interdit a la 
valeur secrete. Dans un deuxieme mode de realisation, on fait intervenir 
au moins un tableau de comparaison indiquant, pour chaque index du 
tableau, le resultat d'une comparaison entre une valeur dependant de 
1' index du tableau, et une valeur dependant d'au moins une valeur de 
masquage. L* invention concerne egalement un produit de programme 
informatique et un dispositif destines a la mise en oeuvre dudit procede. 
L' invention permet de mettre en oeuvre une transition, protegee contre 
tout acces interdit, entre des representations raasquees d'une valeur, 
fondees sur des lois de masquage* differentes. 

German Abstract 

Bei einem Verfahren zum Ubergang von einer ersten maskierten 
Reprasentation eines geheim zu haltenden Wertes zu einer zweiten 
maskierten Reprasentation des Wertes wird nach einem ersten Aspekt der 
Erfindung mindestens eine vorab berechnete Tabelle mit einer Vielzahl von 
Eintragen herangezogen, und die Berechnung erfolgt in Abhangigkeit von 
mindestens einem Verschleierungsparameter , um eine Ausspahung des geheim 
zu haltenden Wertes zu verhindern. Nach einem zweiten Aspekt der 
Erfindung wird mindestens eine Vergleichstabelle verwendet die fur jeden 
Tabellenindex das Ergebnis eines Vergleichs zwischen einem von dem 
Tabellenindex abhangigen Wert und einem von mindestens einem 
Maskierungswert abhangigen Wert angibt . Ein Computerprogranunprodukt und 
eine Vorrichtung weisen entsprechende Merkmale auf . Die Erfindung schafft 
eine Technik zum ausspahungsgeschutzten Ubergang zwischen maskierten 
Reprasentationen eines Wertes, die auf unterschiedlichen 
Maskierungsregeln beruhen. 

Legal Status (Type, Date, Text) 

Publication 20050317 Al With international search report. 

Publication 20050317 Al Before the expiration of the time limit for 

amending the claims and to be republished in the 
event of the receipt of amendments . 

English Abstract 

...and a device with corresponding characteristics. The invention 
provides a technique for protecting transition between masked 
representations of a value , based on different masking rules , from 
unauthorised access . . 
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(c) 2006 Elsevier Eng. Info. Inc. All rts. reserv. 

05446939 E.I. No: EIP99124957723 

Title: Parallel and modular deformable cell Car-Parrinello code 

Author: Cavazzoni, Carlo; Chiarotti, Guido L. 

Corporate Source: Int Sch for Advanced Studies, Trieste, Italy 
Source: Computer Physics Communications v 123 n 1 1999. p 56-76 
Publication Year: 1999 
CODEN: CPHCBZ ISSN: 0010-4655 

Language: English 

Document Type: JA; (Journal Article) Treatment: T; (Theoretical) 
Journal Announcement: 0002W2 

Abstract: We have developed a modular parallel code implementing the 
Car-Parrinello algorithm including the variable cell dynamics. Our code is 
written in Fortran 90, and makes use of some new programming concepts like 
encapsulation, data abstraction and data hiding . The code has a 
multi-layer hierarchical structure with tree like dependences among 
modules. The modules include not only the variables but also the methods 
acting on them, in an object oriented fashion. The modular structure allows 
easier code maintenance, develop and debugging procedures, and is 
suitable for a developer team. The layer structure permits high 
portability.. The code displays an almost linear speed-up in a wide range of 
number of processors independently of the architecture. Super-linear speed 
up is obtained with a "smart' Fast Fourier Transform (FFT) that uses the 
available memory on the single node (increasing for a fixed problem with 
the number of processing elements) as temporary buffer to store wave 
function transforms. This code has been used to simulate water and ammonia 
at giant planet conditions for systems as large as 64 molecules for 
approximately 50 ps . (Author abstract) 29 Ref s . 

Descriptors: *Molecular dynamics; Computer simulation; Codes (symbols); 
Parallel algorithms; FORTRAN (programming language); Data structures; 
Hierarchical systems; Object oriented programming; Fast Fourier transforms; 
Computer software portability 

Identifiers: Deformable cell; Car-Parrinello codes 

Classification Codes: 

723.1.1 (Computer Programming Languages) 

801.4 (Physical Chemistry); 723.5 (Computer Applications) ; 723.2 (Data 
Processing); 723.1 (Computer Programming) 

801 (Chemical Analysis & Physical Chemistry) ; 723 (Computer Software) 
80 (CHEMICAL ENGINEERING) ; 72 (COMPUTERS & DATA PROCESSING) 
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Title: How assertions can increase test effectiveness 

Author: Voas , Jeffrey 

Corporate Source: Reliable Software Technologies 

Source: IEEE Software v 14 n 2 Mar-Apr 1997. 3pp 

Publication Year: 1997 

CODEN: lESOEG ISSN: 0740-7459 

Language: English 

Document Type: JA; (Journal Article) Treatment: G; (General Review) 

Journal Announcement: 9705W4 

Abstract: Assertions are used by developers to expedite software 
debugging during development. In fact, several programming languages even 
provide built-in assertion capabilities as part of their grammar. This work 
aims to exploit assertions in a slightly different way: as a means of 
boosting testing's value where masking errors are most likely. Software 
testing is made to do its job in those regions where it will detect faults 
and add assertions to those regions where testing will be ineffective. 

Descriptors: *Coraputer software; Program debugging ; Software 
engineering; Reliability; Error detection; Object oriented programming; C 
(programming language); Quality control; Productivity; Codes (symbols) 

Identifiers: Software testing; Software defects; Data state error; 
Error masking ; Information hiding ; Abstract data types; Polymorphism; 
Inheritance 

Classification Codes: 

723.1.1 (Computer Programming Languages) 

723.1 (Computer Programming); 913.3 (Quality Assurance & Control); 
913.1 (Production Engineering); 723.2 (Data Processing) 

723 (Computer Software) ; 913 (Production Planning & Control) 
72 (COMPUTERS & DATA PROCESSING) ; 91 (ENGINEERING MANAGEMENT) 
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(c) 2006 Elsevier Eng. Info. Inc. All rts. reserv. 

04643741 E.I. No: EIP97033564357 

Title: CodeAdvisor: rule-based C plus plus defect detection using a 
static database 

Author: Duesing, Timothy J.; Diamant, John R. 

Source: Hewlett-Packard Journal v 48 n 1 Feb 1997. p 19-21 

Publication Year: 1997 

CODEN: HPJOAX ISSN: 0018-1153 

Language: English 

Document Type: JA; (Journal Article) Treatment: A; (Applications) 
Journal Announcement: 9704W5 

Abstract: Hewlett-Packard Co. has developed C plus plus SoftBench 
CodeAdvisor, an automated error detection tool for the C plus plus 
language. It uses detailed semantic information available in the SoftBench 
static database to detect high-level problems not typically found by 
compilers. CodeAdvisor distills its knowledge of what are likely to be 
coding errors as a set of rules that alert the user to problems such as 
calling virtual functions from constructors, mixing instream routines with 
studio routines, local variables, hiding data members, and others. 
Code-Advisor's static analysis has advantages over run-time analysis 
because all of the available code is analyzed instead of only the branches 
that are actually executed. CodeAdvisor complements traditional code 
inspection and testing, allowing developers to focus on the higher-level 
problems by weeding out the detectable problems first. 6 Refs. 

Descriptors: *Database systems; Error detection; C (programming language) 
; Computer aided software engineering; Knowledge based systems; Program 
debugging ; Program compilers; Coding errors; Error correction; Error 
analysis 

Identifiers: Automated error detection; Semantics; Static database; 
Software Package CodeAdvisor; Run time analysis 

Classification Codes: 

723.1.1 (Computer Programming Languages); 723.4.1 (Expert Systems) 

723.3 (Database Systems); 723.1 (Computer Programming); 723.5 
(Computer Applications); 723.4 (Artificial Intelligence); 723.2 (Data 
Processing) 

723 (Computer Software) 

72 (COMPUTERS & DATA PROCESSING) 
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(c) 2006 Institution of Electrical Engineers. All rts . reserv. 

03030539 INSPEC Abstract Number: C83018239 
Title: A tool for modular design, based on an extension of Pascal 

Author (s) : Huens , J.; Lewi, J.; Willems, Y.D. 

Author Affiliation: Katholieke Univ. Leuven, Heverlee, Belgium 
Conference Title: Implementing Functions: Microprocessors and Firmware. 

Seventh EUROMICRO Symposium on Microprocessing and Microprogramming p. 

193-200 • 

Editor (s) : Richter, L.; Le Beux, P.; Chroust, G. ; Noguez, G. 
Publisher: North-Holland, Amsterdam, Netherlands 

Publication Date: 1981 Country of Publication: Netherlands xiv+499 
PP • 

ISBN: 0 444 86282 X 

Conference Sponsor: CNRS; Inst. Nat. Recherche Inf. Autom. ; Univ. Paris 
VI; et al 

Conference Date: 8-10 Sept. 1981 Conference Location: Paris, France 
Language: English Document Type: Conference Paper (PA) 
Treatment: Practical (P) 

Abstract: A system for microprocessor program development, based on 
modern software engineering concepts, is discussed. A complete environment 
is described; it incorporates three tools; a Modular Pascal compiler 
supporting data abstraction, information hiding and separate 
compilation, a source-code control system and a debugger which works in 
terms of the Pascal source programs. The Modular Pascal compiler performs 
all necessary type checking and produces all information needed for 
debugging in terms of the source code. (17 Refs) 
Subfile: C 

Descriptors: Pascal; program compilers; program debugging ; programming; 
software engineering 

Identifiers: programming; microprocessor program development; software 
engineering; Modular Pascal; data abstraction; information hiding; 
compilation; source-code control system; debugger ; type checking 

Class Codes: C6110 (Systems analysis and programming); C6140D (High 
level languages); C6150C (Compilers, interpreters and other processors); 
C6150G (Diagnostic, testing, debugging and evaluating systems) 
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(c) 2006 NTIS, Intl Cpyrght All Rights Res. All rts. reserv. 

1724454 NTIS Accession Number: AD-A261 520/1 

Source-Level Debugging of Automatically Parallelized Programs 

(Doctoral thesis) 
Cohn , R . 

Carnegie-Mellon Univ., Pittsburgh, PA, School of Computer Science. 
Corp. Source Codes: 005343049; 423887 
Report No.: CMU-CS-92-204 
23 Oct 92 138p 

Languages: English Document Type: Thesis 
Journal Announcement: GRAI9314 

Order this product from NTIS by: phone at 1-800-553 -NTIS (U.S. 
customers); (703)605-6000 (other countries); fax at (703)321-8547; and 
email at orders@ntis.fedworld.gov. NTIS is located at 5285 Port Royal Road, 
Springfield, VA, 22161, USA. 

NTIS Prices: PC A07/MF A02 

Country of Publication: United States 

Contract No,: MDA972-90-C-0035; ARPA ORDER-7330 

Parallelizing compilers automatically translate a sequential program into 
a parallel program. They simplify parallel programming by freeing the user 
from the need to consider the details of the parallel architecture and the 
parallel decomposition. A source-level debugger for automatically 
parallelized programs hides the parallelism from the user by providing the 
illusion that the original sequential program is executing. To provide a 
source-level view, a debugger has two tasks. The first task is to make it 
appear that programs execute operations in source order. The second task is 
to hide the decomposition of data and computation. This thesis 
describes a method for implementing dynamic order restoration and 
structural mapping in a debugger for automatically parallelized programs. 
Examples are taken from the domain of loop-based parallelism. 

Descriptors: *Debuggin g (Computers) ; *Compilers; Parallel processors; 
Computer architecture; Theses; Variables; Semantics 

Identifiers: *Parallel programming; Thread splitting transformation; 
NTISDODXA 

Section Headings: 62B (Computers, Control, and Information 
Theory- -Computer Software) 



18/5/1 (Item 1 from file: 35) 

DIALOG (R) File 35 : Dissertation Abs Online 

(c) 2006 ProQuest Inf o&Learning. All rts. reserv. 

01401966 ORDER NO: AADAA-I9509069 

LIMITING DXSCLOSX7RE RISK WHILE ENSURING DATA ACCESS IN STATISTICAL AND 
MULTILEVEL RELATIONAL DATABASES 

Author: MUKHERJEE, SUMITRA 
Degree: PH.D. 
Year: 1994 

Corporate Source/Institution: CARNEGIE -MELLON UNIVERSITY (0041) 
Source: VOLUME 55/11-A OF DISSERTATION ABSTRACTS INTERNATIONAL. 

PAGE 3338. 98 PAGES 
Descriptors: INFORMATION SCIENCE; STATISTICS; COMPUTER SCIENCE 
Descriptor Codes: 0723; 0463; 0984 

This thesis develops and evaluates practical methods to limit the 
disclosure of confidential information in computer databases. The problem 
is investigated in the context of statistical databases and multilevel 
relational (MLR) databases. Specifically the thesis: (1) demonstrates that 
while existing methods of disclosure limitation, acting separately, fail to 
provide adequate protection, a combination of these methods may result in a 
significant decrease in the risk of disclosure; (2) develops optimal 
disclosure limitation strategies that minimize restrictions on legitimate 
data access while ensuring that the disclosure risk is below an 
acceptable threshold; and, (3) presents a graph-based method to detect and 
eliminate sources of inference in MLR databases . 

A statistical database provides aggregate statistics. Users are not 
entitled to directly obtain information on individual data subjects. 
However, disclosure of sensitive information through inferential methods is 
often possible with rich microdata files. This thesis investigates two 
existing methods of disclosure limitation — Query Size Restriction (QSR) 
control and Random Scunple Query (RSQ) control. It is known that QRS control 
is vulnerable to the tracker attack. We demonstrate that RSQ control may be 
easily compromised using estimators based on repeated queries. However, 
when QRS control is combined with RSQ control, our analysis shows that the 
maximum likelihood estimator of a sensitive value has a relatively large 
variance (proportional to the number of records in the database) , and hence 
the risk of disclosure is significantly lower. 

The thesis then builds on this work to develop optimal disclosure 
limitation strategies that minimize restrictions on legitimate data 
access while ensuring that the disclosure risk is below an acceptable 
threshold. A combination of QSR control and disclosure limitation methods 
based on additive noise data masking is considered. Existing additive 
noise data masking methods may be classified into two categories--data 
perturbation and independent noise addition. Since these methods may be 
considered as extreme cases in the continuum of data masking using 
positively correlated noise, we analyze the general case. 

The thesis next investigates the inference problem in multilevel 
relational databases. In a MLR database both data and users are assigned 
security classifications. Users are not allowed to directly access data 
classified at a level, higher than their own security classification. 
However it may be possible for a low- level user to infer high-level data 
using inference channels. This thesis presents a graph-based method to 
detect and eliminate inference channels. Deductive inference channels are 
eliminated while imposing minimum restrictions on data access using an 
algorithm based on minimum cost cut-set identification. An abductive 
inference channel is said to exist when information external to the 
database is used in the inference process. (Abstract shortened by UMI , ) 
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Publication Year: 1976 
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Language : ENGL I SH 
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Abstract: This paper describes the symbolic execution of programs. 
Instead of supplying the normal inputs to a program (e. g. numbers) one 
supplies symbols representing arbitrary values . The execution 
proceeds as in a normal execution except that values may be symbolic 
formulas over the input symbols . The difficult, yet interesting issues 
arise during the symbolic execution of conditional branch type statements 
A particular system called EFFIGY which provides syit±)olic execution for 
program testing and debugging is also described. It interpretively 
executes programs written in a simple PL/I style programming language. It 
includes many standard debugging features, the ability to manage and to 
prove things about symbolic expressions, a simple program testing manager 
and a program verifier. A brief discussion of the relationship between 
symbolic execution and program proving is also included. 16 ref s . 

Descriptors: * COMPUTER PROGRAMMING LANGUAGES — *Program Debugging ; 
COMPUTER METATHEORY-- Formal Logic 

Identifiers: EFFIGY 

Classification Codes: 
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